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What is OpeniID?



Decentralized
Web-based
Reduced-sign-on
System



What does that mean?



Sign in
to Yahoo!

Yahoo! [D: I—

sign In

Forget your |D or password? |
Help

Sign in to Gmail with your

Google Account

lIsername: |
Fassword: |

[« Femember me on this
compLuter,

Signin |

| cannot access my account




Smnim | desciose | ik | sem § Lagk

Meate New Account (Sas Renafiz)
WP N i

Tha iz -

1 12 e OF i W Last Nams
Featured Videos . :

MOroEcopes [ | co i ity

fiscanicleme a i el Wik sl ity

MEAGE Hw| — T

Fasnmed  wau Vieeest o Discunesd  Tog Fasgetes

Lika Barn Ayyika Bt Dl 2
Ctarcardeln Sign me up for your emad st [l

= : [ Conste | u

Lty 1o rate weten L] IIIIIIIIII.
LA (s EETY

radrgs

ENFRIGLE URUS  WTUATIONSOOU  L0W OTARK TORIGAT  PRULL TANN SW  LAAAT KIRGAIVE  ANDENETN COOPINIF SINETGRACE  ECESTULER
EEEEERE
LEi lintuarivatingal Editis Popesin
com. b Lot S iy | Bty Enpchie) | iyt
u e
SEARCH (=) TEwER (7 cmcnndl B HE B & | [Somren | e WREHOO! sEARCH
Cimco E-Hal Marmger
Adrinigtragon s Workd LS. Wealher Business Sports Anolysis Pollios Law Tedh Soisnco Hoskh Entertsinment Offbest Trasel Eduttion Spedals urios -Reports

EEEEEEEEER
[

PRI Al SLEy (Fede (OGNS SRk B0y

EfTRADE (-
FIMAMCIAL

COMPLETE SAVINGS ACCOUNT

MAX-RATE SAVINGS Wileome o sar MEW saling grocery shapping websitel

0 . Wewe made | cosker than v for Yancouves |sand maldess io dop onling
fg Ne minimums. L
] aPY No account fees. .llIllIllIlll.
-1 T

Alrsady Ragiviered? Cich hers io login?
[ ¥ i b sy rrrirve by g nien ey
ACTIE TRADRG . b LHBAT ol poad bk 10 & Pl el 2 yen srime sl wamieerd ﬂ-lll-b"-i'll'l-h-.

BNESTIRG & THADSHG

WL AVERAGE"

F [N |
TOOLS & RESELR 3 Sl U Sl s S u;u-n—m

- Batwnen ESTRADE andl ary instftution, P i o i el - s
T TH LT LA ﬂﬂﬂ " RS ————
ADRACE & EDUCATION Hiwm il i worl
HAHEING HOME LA TRALHPG: BHESTHG b Faranisie

MORTGAGES & HOHEE ECUATY L.-E::HT-M 100 I,".'::w Enu :.';'“' " '.T'“" 5,05*,.'2"‘,,}.'5: .
THRICING & RATES BATES B0 ek & Gl s o B0 APY pi rirem:
Oy b L ees
usdraa [ TEADD & = SINFSCRIBE
oz Lunch with the FT r
Gere Widnl talks politics aad pleasure over tysters and sole
FOUGICIAL TEEs Pic Chechnya, adultery and kickboxing geishas

» Eigh U e ar r‘l:m-n'iu.r|

Markets Orendew E#TRADE Hank & Morgage Rates

Enlia Synbaiis) i i Rk 0 T EiGE - RATE
' pckiy Eatirday May 18 2007
- R i Al Fimees ats Ladan lima

= Hoonee. Eerane



Web sites doesn't need to
maintain a username and
password database



Decentralized:
no central authority in charge of
your credentials



Cross-site persistent user identity

(if user wants that)

without OpenlD:

User X on site Y I=User Xon site Z

with OpenlD:
OpenlD X on site Y == OpenlID X on site Z



How do I use it?



You pick a provider
you trust



(like you pick an
e-mail provider today)



You can change provider
any time you want



OpenlD - [ceweasel

— 1t
WordPress.com » Get a Free Blog Here - Iceweasel ( Passworts| _Login | Forictuou
File Edit View History Bookmarks Iools Help
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@- 0 - @ @ ®ntpiwordpress.com Greate an Account.  Post to Joumal Explore  Gift Shop

Preferred Language:
@ WORDPRESS

Sign Up Features Support Story Advanced
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Express yourself. Start a blog. Home. | Sign | Hep and Support

s iSigrr Labs : Personal Identity Provider -

1,032,247 BLoGS WrTH 44,707 NEW POSTS TODAY. N
Already Hip? Right Now in Tags  Morex 8, just enter yaur journal URL. (you don't
r address fter you do so, you'll be
Hawt Post Username: Art
Books
214 - The Blonde Map of Europe password Christmas Take Control of Your Identity..

Culture

limage] Q: How do you get @ blonde out of a tree? A: Wave [ rmm— Entertainment Manage your n_nlme identity without compromising
According to this map - and if you really believe that toan|  poons your privacy with PIP, the free Personal Identity > Sign Up for an Account
blondes have less brains -a nasty fall like that is more likely Lost your passw: N Provider from VeriSign

to happen in the ¢ Get Seatgel for Frefox

‘You can
> Sighin

> Leam More About PIP

strange maps.
Friends

: N 7
Humor
November Wrap-up Life
Theme Thursday: Love
‘The Journalist
Welcome to MyOpenlD - Iceweasel orks anywhere you see I OpenD
Tools Help e Yubico - Trust the net. - Iceweasel

File Edit View History Bookmarks Tools Help

& -0 - @ (3% L hepifopenid.yubico.com/server.php?apen

é myOpenID

SECURE OPENID PROVIDER

JOIN THE CLUB

whi

SIGN UP FOR AN OPENID

Welcome to claimID.

claimiD Login

nl FSFE OpenlD Server Password:

Login to clamID ||need help?

ecure Login

Welcome! claimlD is the free, easy way
This is the OpenlD server of the to manage your Online
identity o Create a new account

o Recover your password

with I OpenlD  Log in with your claimiD

 Log in with your OpeniD

You might also wish to:

claimiD | OpeniD | About | Terms of Service | Privacy Policy | Contact | claimiD Blog £

imiD is proudly OpeniD Enabled < Get vour OpeniD today!
imiD.com, In




You can even run the
server yourself




PHP

Python

C#

Java

Perl

Ruby



Too many choices, I'm
lazy.





http://openid.yahoo.com/

AOL &

http://openid.aol.com/<screenname>


http://openid.aol.com/

Ok, I have an account,
now what?



Find sites that
supports OpenliD



(or better, ask the sites you use to
support OpeniD)



PO

STAY IN THE LOOP

Free Worldwide Travel Guides - Wikitravel - [ceweasel
File Edit View History Bookmarks Tools Help

2 Mypage mytalk  preferences my watchlist my contributions log in / create account

discussion view source

Plunge forward!

navigation

Main Page Main Page
Project Home, Mainrege ...

Today's log

Recent changes . X
Random page Wikitravel is a project to create a free, complete, up-to-date, and North America

Pibb: Stay in the Loop - Iceweasel Help reliable worldwide travel guide. So far we have 17,154 destination i South America
Wikitrave! Shared quides and other articles written and edited by Wikitravellers from around = Australasia & Ocea Central America & Caribbean
Wikitravel Extra the globe. Check out the Help page to see how you can edit any page Europe Other destinations

L) https://pibb.comy e right now, or the Project page for more information about Wikitravel ddle East Travel topics & Phrasebooks

and getting involved.

Pibb for all your communications seard
Pibb combines the best features of instant messenger, chat, email, and Angkor Archaeological T A N Rietvlei Nature Reserve is a

bulletin boards.

.

Who is using Pibb?

Yahoo! Gallery - Discover and share applications that use Yahoo! technologies = small reserve located in the
Messages are delivered instantly, or can be retrieved later Gauteng Province of South Africa.

New threads are stored and searchable like email or bulletin board Despite 272 bird and 530 plant
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Send private messages to your friends
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http://gallery.yahoo.com/ and you will often have a bird hide all to yourself. (more )

My Yahoo! Mai
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Welcome to myOpenlD - Iceweasel
File Edit View History Boolkmarks Tools Help

@- - & o 2 [& https:/mww.myopenid.com/ &|~| B [@-|Google

é myOpenlD

SECURE OPENID PROVIDER

YOUR PERSOMAL ICON

WELCOME TO MYOPENID YOUR ACCOUNT

httpdfsimon. myopenid.com!

NEWS

myOpenlD now supports Information Cards. With a self-issued Information Registration Personas
Card you can sign-in to myOpenl|D (as well as sign-up and recover your
account) without ever having to remember a password.

Home

Account Settings
OpenlD Site Directory

Information Cards are supported on Windows (XP/Vista), Linux, and Mac OS5 - _
Your Affiliate Sites

X. Learn more on our blog. To set up an Information Card for your account, go
to your Authentication Settings page. Sign Out

NEW TO OPENID?

Our tutorial will help you get started using your OpenlD.

-

wwww. myopenid.com & | Tor Disabled




N

# Signh-In « Signh-Up

Universally the
best way to share,
search, store,
sort and sell your
photos online.

View more photos »

Learn More
Espafol | Deutsch | ltaliano | Polski | Portugués | Portugués (BR) _IF,;
Mederlands | Pycckuin | H&Z | fif Hidhsr | W@y
Discover Last Day Last\Week LastMonth | Public Zipline  Zearch 12 O/ O

Learn Maore | Help Group  EMail Support

About Fooomr Elog | Zipfox | Zoocomr TY | Terms Of Service | Privacy Policy

Done Tor Disabled




¢u Zooomr | Share the Full Experience - Iceweasel
File Edit View History Bookmarks Tools Help

G- - @ 4 & nttp/Mww.zooomr.comylogin/openid/ | =] B [[Gl-| Google

& Find Friends! » OR & Sign-In * Join Zooomr!

Sign-In | OpenlD what is OpenID?

‘ "simonj.myopenid.com
Let's Go Exploring! Cancel

OpenlD Examples:

“VOX: http:/fusername.vox.com/
“myOpenlD: http://username.myopenid.com/
~LiveJournal: http:/fusername.livejournal.com/

Language Select | English | Espafiol | Deutsch | ltaliano | Polski | Portugués | Portugués (BR) |
Mederlands | Pycckunin | H#Z | fif Hdhsr | Wg@chir

Discover LastDay Last‘eek | LastMonth | Public Zipline | Search
Help Learn More | Help Group | EMail Support

Sooomr  About Fooomr | Elog  fipfox fooomr TV Terms OFf Service | Privacy Policy

Tor Disabled




OpenlD Verification - lceweasel
File Edit View History Bookmarks Tools Help

@ -1 - @ 4} & nttps:/mww.myopenid.comitrust?request id=f409661 || k| [[G-[Goodle

% myOpenlD

SECURE OPENID PROVIDER

YOUR PERSOMNAL [CON

OPENID VERIFICATION YOUR ACCOUNT

A site identifying as all sites matching http:Xanything.zooomr.com/ has asked

. ) ) . . . i ) http://simonj.myopenid.com/
us for confirmation that 1 http:/simonj.myopenid.com/ is your identity URL.

Home
Allow Forever| Allow Once| Deny| Registration Personas
What exactly do these buttons do?

Account Settings
OpenlD Site Directory
Your Affiliate Sites
Sign Out

Help | Feedback | Privacy | Language: Blog | About Us | ©@ 2007 JanBain, Inc.
Mot set my CpenlD™ and the myCpenlD™ website are trademarks of JanRain, Inc.

~

www.myopenid.com & | Tor Disabled




I don't want to be
foobar.myopenid.com!

I'm foobar.com.



Add

<link rel="openid.server"
href="http://www.myopenid.com/server"/>

<link rel="openid.delegate”
href="nhttp://foobar.myopenid.com/">

to http://foobar.com/ HTML source.



About us - Iceweasel
File Edit View History Boolkmarlks Tools Help

<o -0 - @ o 3} ¥ nttp:fosefsson.org/ |x| ®] [[Gl+] Google

Simohn Josefsson Datakonsult

L RIS About us

» Contact

Simon Josefsson Datakonsult (S]D) implement and standardize network security
) nrotocnls Oir enliitinns are often 11sed in the wireless and embedded markets We

o Source of: http://josefsson.org/ - Iceweasel
File Edit View Help

<!DOCTYPE html PUBLIC "-//W3C//0TD XHTML 1.1//EN"
"http://www. w3, org/TR/xhtml 11/0T0/ xhtml 11, dtd" >
<html xmlns="http://www.w3.0rg/1999/xhtml" xml:lang="en"=
<head=
<meta http-equiv="Content-Type" comtenmt="text/himl; charset=UTF-8" /=
<meta name="generator" comtemt="AsciiDoc §.2.2" /=
<meta name="description" comtenmt="Simon Josefsson Datakonsult" /=
<meta name="keywords" comtemt="network security free software consultant developer programmer standardization" /=
<link rel="stylesheet" href="./xhimlll.css" type="text/css" /=000 ol S i ubico.com/server.
<link rel="stylesheet" href="./xhtmlll-quirks.css" type="text/css" /=
<link rel="stylesheet" href="./layoutl.css" type="text/css" />
<title=About us=/title>
</head=
<hody=

<div id="lavout-hanner":
£

Line 9, Col 138

» Consulting

We are primarily working with network security and internationalization technologies related

» Projects to:

s Kerberos,

L

Done Tor Disabled




Changing provider by
editing two lines of HTML

Your OpeniD URL
remains the same



And this is new?



SAML f e
g:; Higgins

Cardspace

X.509 / elD


http://www.projectliberty.org/
http://en.wikipedia.org/wiki/Image:OpenID_logo.svg

Why chose OpeniD
over the rest?



“Solve one problem
and do it well”



Other standards are
already on-board



(alas, eventually, you'll probably
need to support multiple
protocols in the back-end)



How does
OpenID work?



http://openid.net/developers/specs/

New! Version 2.0!


http://openid.net/developers/specs/

1. User enters ldentifier at RP



2. RP locates the OP

- Several mechanisms exists, simplest is to retrieve the URL
and look for HTML HEAD link rel nodes



3. RP redirects browser to OP

- HTTP redirect, the new URL contains Diffie-
Hellman exchange and parameters for OP



1. User enters ldentifier at RP
2. RP locates the OP

- Several mechanisms exists, simplest is to retrieve the URL
and look for HTML HEAD link rel nodes

3. RP redirects browser to OP

- HTTP redirect, the new URL contains Diffie-
Hellman exchange and parameters for OP

4. OP authenticates user

- The protocol doesn't care how this happens



1. User enters ldentifier at RP
2. RP locates the OP

- Several mechanisms exists, simplest is to retrieve the URL
and look for HTML HEAD link rel nodes

3. RP redirects browser to OP

- HTTP redirect, the new URL contains Diffie-
Hellman exchange and parameters for OP

4. OP authenticates user

- The protocol doesn't care how this happens

5. OP redirect back to RP

- HTTP redirect again, the new URL for RP finishes
the DH and provides information



Can | do more with
OpeniID?



Yes!

“Simple Registration”



Your OpenlD server can send
personal information

(after your approval,
of course)



Email, nickname,
home address, etc



Allows multiple “personas”,
or user profiles



You need to trust your OpeniD
server to not reveal anything
without your approval



What's new in
OpeniD 2.0?



Server-driven identity selection



Old:

type 'simonj.myopenid.com’

New:
type 'myopenid.com’
select identity to use



Assertions without identity



Prove you are over 18 without
revealing who you are



Tech improvements

HMAC-SHA-256

Uses HTTP POST instead of HTTP GET
(to increase maximum size)

Nonce and time stamps

URI Normalization



Are there security
problems in OpenID?



Phishing is a real
security problem



Solutions?



You need to sign in

* You need to log in to idproxy.net to complete this process.

* You should use a bookmark or type in the address to do this. This
- page does not contain any links, to protect you from phishing.




&i Windows CardSpace

Do you want to send a card to this site?

Review the following site information and privacy statement to decide if you want to send a card to this
site,

« This site does not meet Windows CardSpace requirements for a bank or major Internet
& pusiness. To lean mare, ciick Why is this important?
Site information:

www .identityblog.com
Orgarization name not verified
Location not verified

Wiew privacy statement

Cards that are sent to this site may be sent to the site’s designated agents.

Site information verified
Starfield Secure Cer

E

3 No, retum to the site

Tasks

View certificate detais
Wiew privacy statement

Disable Windows

CardSpac

Why is this important?

Help




Better Solutions?



Protocol changes to OpeniD?
(unlikely!)



Browser integration of OpenliD



Just Avoid Passwords!



HTTPS with client-
side certificates
(complex!)



Hardware authentication devices






Offices in Stockholm
and California



Yubico Identity Platform

OpeniD, Java, ASP/.NET/C#, Radius, PAM,
PHP, Perl, Ruby, ...



Multi-platform USB key
without device drivers
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2 My page
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Login with OpenID

wikitravel supports the OpeniD standard for single signon between Web sites. There are many Public OpeniD providers, and you
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AOL or AIM navigation
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Main Page
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Plunge forward!

Project Home
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Verification succeeded

Random page Return to Main Page.

Help
Wikitravel Shared
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feeds
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search

l—
il Search
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» Upload file
= Special pages

Privacy policy
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How does the
Yubikey work?



128-bit AES key



Two factor authentication






Wallet size



No display or batteries



Answers?
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